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ECG BroadWorks 
Briefing
With special guest, 
Scott Hoffpauir
BroadSoft co-founder and now at 
True North Advisory
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ECG Makes The Network Work.

RFI, RFP
Selecting 
software

Configure 
software 
Remediate 
integration

Acceptance 
Testing 
Compliance 
Certification

Training & 
Operations
Voice & Data 
Networks
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Mark Lindsey

Senior Member of Technical Staff

MS Computer Science - Mobile / Real Time 
Networking

Active with BroadWorks since ????

Sherwin 
Crown

ECG SMTS
VP

Brian Tate        
.

ECG SMTS
VP

Jon 
Chleboun

ECG SMTS

Mark 
Lindsey

ECG SMTS
VP
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Scott Hoffpauir
True North Advisory

BroadSoft Co-Founder

Special Guest
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Top News 
in the world of BroadWorks
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Top Business News: BroadWorks
● Scott Hoffpauir article. More later in the webinar.

● NoJitter reports: AT&T Collaborate End of Life

● Peter Radizesci: Long-term deals signed -- but still skeptical on 
BroadWorks' Future
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Top Business News: BroadWorks-based services
● Verizon One Talk recognized by Frost & Sullivan

● Vonage Business Growth

● TPx launch of Webex for BroadWorks

● Evolve IP integration with Microsoft Teams

● Cox Communications growth

● Fourteen IP network expansion into Europe

● Cloud Communication Concepts (C3) network expansion across US
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● Alpaca from ECG now includes R23 support, Bulk Provisioning, Web 
Self-Care, and public sector compliance features

● Verint System "Verba" Call Recording for Financial Sector Compliance. 
Numonix also added call recording support.

● Uboss, Total-View, Imagicle, and Netaxis new business support tools

● Kakapo Systems mobile app integrating BroadWorks and Salesforce

● TekVizion new automated regression testing for Webex for BroadWorks

● Yealink expanding support. Snom adds features.

BroadWorks Integrations Announced
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● Cisco discussing new R25 features

● Application Server Subscription Management efficiency improvements

● Subscription Troubleshooting

● Voicemail protections - favoring mobile devices

BroadWorks Feature & Support Changes
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Scott Hoffpauir 
"The Rise & Fall of BroadWorks"
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Brian Tate
What are the New Cisco Tools
for BroadWorks?
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The Cisco Catalog of 42 Support Tools

https://www.cisco.com/c/en/us/support/web/tools-catalog.html
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The Lesser Tools...for now
Dialed Number Analyzer for CUBE

...https://cway.cisco.com/dna-cube/ 

...simulator that is a bit like BroadWorks CLI’s VTR/VTRI tools

...upload a configuration first, then either provide caller/callee or paste in the SIP message

IP Subnet Calculator (IPC)
…https://cway.cisco.com/subnet-calculator/ 
...OLD: only supports IPv4, but does support CIDR/VLSM

Voice Codec Bandwidth Calculator (VCBC)
...https://cway.cisco.com/vc-calculator/ 
...OLD: only older codecs supported, but it takes into account media (Ethernet, HDLC, etc.)

These tools have potential for the future?

https://cway.cisco.com/dna-cube/
https://cway.cisco.com/subnet-calculator/
https://cway.cisco.com/vc-calculator/
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Helpful General Tools

Did you know that the BW Software Manager, while incrementing its version number, also goes by a 
Release Independent (RI) designation??

Release Notes are still not found where you would expect...Documentation repository link to follow...

Download Software (DS)
...https://software.cisco.com/download/home/286322586 

Collaboration Solutions Analyzer (CSA): SRV Checker
…more info: https://cway.cisco.com/docs/tools/CollaborationSolutionsAnalyzer/csa.srvchecker.about.html 
...limited usefulness, since it does not yet support all records used by Webex for BroadWorks

https://software.cisco.com/download/home/286322586
https://cway.cisco.com/docs/tools/CollaborationSolutionsAnalyzer/csa.srvchecker.about.html
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More Helpful General Tools

Did you know that the SCU tool (Support Case Uploader) for attaching files to SRs was formerly called 
"English Breakfast???

Support Case Manager (SCM)
...https://mycase.cloudapps.cisco.com/case         https://www.cisco.com/c/en/us/support/web/tac/tac-customer-file-uploads.html 

...the primary place to manage your trouble ticket (aka Support Request or SR)

My Devices (MD)
...https://cway.cisco.com/mydevices/devices https://cway.cisco.com/mydevices/cases 
...great/alternate place to see all your support requests, in a different presentation than SCM

My Notifications
...https://cway.cisco.com/mynotifications 
...the place to go to set-up and manage email / RSS subscriptions to any/all of the following:

● product announcements, 
● field notices, 
● security advisories,

● updates to software versions, 
● known bug reports

https://mycase.cloudapps.cisco.com/case
https://www.cisco.com/c/en/us/support/web/tac/tac-customer-file-uploads.html
https://cway.cisco.com/mydevices/devices
https://cway.cisco.com/mydevices/cases
https://cway.cisco.com/mynotifications
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My Notifications (sample)
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The Cisco Catalog of 42 Support Tools

https://www.cisco.com/c/en/us/support/web/tools-catalog.html
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CSA (Collaboration Solutions Analyzer) 
Cisco’s four sub-tools:

1. SRV checker

2. CollabEdge validator

3. B2B call tester

4. Log analysis
Log Visualization
Data Correlation
Automatic Issue Detection
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“Cisco’s tool suite for your collaboration solution.”
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CSA: Log Analysis
How to use it… Call Analysis Style

1. Obtian an XSLog file…
2. Upload it.
3. Click ▶ 

or select file & Run Analysis

How to use it… Patch Advisor Style

1. Obtain a Tech-Support output…
2. Upload it.
3. Click ▶ 

or  select file & Run Analysis
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CSA: Log Analysis - Software Level Advisor

Drag & Drop!

Files only 
accessible by 
your login user 
(CCO ID).

Only kept for 8 
hours.
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CSA: Log Analysis - Software Level Advisor
Click ▶ or 
  select file & Run Analysis

Generated files cannot be 
downloaded/accessed, nor 
individually deleted...
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CSA: Log Analysis - Software Level Advisor

Missing (vs. Online Patch Advisor): 
● A way to download 

directly software file(s).
● A way to create custom 

patch bundle 

Click List of missing patches 
for detailed report (HTML), 
similar to legacy OPA.
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Where are the Ladder Diagrams
for BroadWorks?
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CSA: Log Analysis - BWRKS calls overview
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CSA: Log Analysis - BWRKS calls overview
There are still some file type 
& size restrictions.
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Note: When you export a PCAP from the CSA, after it has analyzed your XSLog file, it 
does not populate IP address information, and it uses dummy Ethernet MAC addresses.

Note: When you export the PCAP file, it uses the .pcap format (as opposed to .pcapng or 
.trace).

Collaboration Solutions Analyzer (CSA): Log Analysis
...https://cway.cisco.com/csa/   Then click on Log analysis
...more info: https://cway.cisco.com/docs/tools/CollaborationSolutionsAnalyzer/csa.callengine.about.html 
...not new--it is an existing tool, with added support for BroadWorks as of January 2021
...requires sign-in (SSO) to Cisco support account, but not contract/support number
...used by TAC (& customers) as the replacement for Online Patch Advisor (via Tech-Support parsing),

in terms of a parser for BroadWorks Tech-Support output
...not to be confused with another tool by the name Log Advisor
...also can analyze BroadWorks logging, create ladder diagrams, and export file snippets (PCAP, log)

Highlighted Tool: CSA

https://cway.cisco.com/csa/
https://cway.cisco.com/docs/tools/CollaborationSolutionsAnalyzer/csa.callengine.about.html
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Finally, Non-Tools (Helpful Bookmarks!)
BroadWorks Documentation
https://www.cisco.com/c/en/us/support/unified-communications/broadworks/series.html#~tab-documents

Cisco TAC Connect Bot
...https://tacconnect.cisco.com 
...more info (PDF & videos): https://www.cisco.com/c/en/us/support/services/tac-connect-bot/index.html 
...web browser interface, or also through the...

Webex Desktop Client - Bot
...https://www.webex.com/downloads.html 
...replacement for Webex Meetings app
...notifications for subscribed articles
...SR/ticket updates/escalations → 

https://www.cisco.com/c/en/us/support/unified-communications/broadworks/series.html#~tab-documents
https://tacconnect.cisco.com
https://www.cisco.com/c/en/us/support/services/tac-connect-bot/index.html
https://www.webex.com/downloads.html
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Bot Usage Examples - Options
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Bot Usage Examples - Webex Client
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Bot Usage Examples - Web Interface
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Sherwin Crown
Secure Device Onboarding Using 
Activation Codes
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Device Activation
Cisco Document "Cisco BroadWorks Secure Onboarding Using Activation 
Codes Solution Guide"

● Currently only intended for the Cisco IP Multiplatform Phones (MPP)

● Feature released in R24 and patched into R22 & R23.

● The goal is to simplify the workflow of provisioning devices to Cisco BroadWorks users.

● This feature allows for a device to be associated with a user without having to provision the MAC address of the device.

● Cisco Account needed for integration.
○ ClientID, Client Secret and a Refresh Token

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/broadworks/Design/AS/BW-SecureOnboardingUsingActivationCodes-SolutionGuide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/broadworks/Design/AS/BW-SecureOnboardingUsingActivationCodes-SolutionGuide.pdf
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High Level View

Diagram: Cisco

Cisco Operated:

● Common Identity Platform (CIP)
- Used for authentication 

and authorization.
● Global Discovery Service (GDS)

- Handles redirection to the 
Service Provider’s 
Network (XSPs)

Service Provider Operated:

● XSP
- Device Management 

Service (DMS)
- Device Activation 

Service (DAS)
● Application Server (AS)

- Device Profile 
Provisioning

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/broadworks/Design/AS/BW-SecureOnboardingUsingActivationCodes-SolutionGuide.pdf
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Activation Code Generation Flow

Diagram: Cisco

Activation Codes
- 16 digit time-bounded code that allows 

the device to be associated with a user.
- First 8 is the activation ID
- Last 8 is the one-time password
- Only the first 8 is sent to the GDS by 

DAS
ActivationID

- Generated by the GDS
- DAS generates an Activation Code with 

ID
- DAS maps code to the user ID/ device 

key and then returns the activation 
code to the AS

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/broadworks/Design/AS/BW-SecureOnboardingUsingActivationCodes-SolutionGuide.pdf
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Activation Code Consumption Flow

Diagram: Cisco

- End user manually inputs Activation 
Code into Cisco MPP device.

- MPP queries GDS with activation code.
- Secure Remote Password (SRP)

- Allows the DAS to validate the 
authenticity of the device during 
onboarding.

- Uses the 8 digit key used to 
generate the activation code.

    -  DAS extracts the MAC address from 
device and completes provisioning on the AS.
   - Device is redirected and provisioned using 
the DMS.

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/broadworks/Design/AS/BW-SecureOnboardingUsingActivationCodes-SolutionGuide.pdf
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Device Activation States

Diagram: Cisco

https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/broadworks/Design/AS/BW-SecureOnboardingUsingActivationCodes-SolutionGuide.pdf
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Continue the Conversation

Mark R Lindsey, mark@ecg.co, +1-229-316-0013
Schedule a chat: https://ecg.co/lindsey/meeting

Brian Tate, btate@ecg.co, +1-229-316-0016

Trevor Wolford, twolford@ecg.co, +1-229-316-0435
Account Manager

https://ecg.co/lindsey/meeting

