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ECG ENGINEERING: DEFENDING AGAINST MALWARE
AGENDA

• What is malware? 

• Has malware affected core servers & telecom? 

• Defenses against malware 

• Actionable Lessons



Copyright 2018 ECG, Inc. All Rights Reserved.

WHAT IS 
MALWARE?
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MALWARE: MALICIOUS SOFTWARE

• Malware originally the domain of PCs: Viruses 

• First major network malware: Internet Worm of 1988 

• Exploited bugs exposed through Internet Mail (SMTP) 

• Launched a new process on each server and scanned for other 
servers
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VULNERABILITIES
HOW DOES MALWARE SPREAD?

• Launches across network to exploit defects 

• Firmware on USB Drives 

• Code running inside PDFs 

• Other Virtual Machines running on the same host 

• "Trojan Horse" Modified Software 
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1988 MORRIS INTERNET WORM
DIAGRAM SOURCE: UNKNOWN



Copyright 2018 ECG, Inc. All Rights Reserved.

LINUX-MALWARE ASSIST
DIAGRAM: WELIVESECURITY
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STUXNET-LIKE INFRASTRUCTURE ATTACKS
DIAGRAM: TOFINO SECURITY
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HAS MALWARE 
AFFECTED CORE 

SERVERS & TELECOM?
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WANNACRY - FEDEX AND UK NHS HIT
MAY 2017 - $130,634 EARNED
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PETYA / NOTPETYA
ESTIMATED $121 BILLION IN DAMAGE
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2017'S MALWARE IMPACT - $121B 
SIMILAR TO HURRICANE KATRINA

• Maersk shipping halted - ports closed 

• Drugs manufacturing shutdown 

• Telecommunications providers partly 
disabled 

• Fedex package shipping affected 

• UK National Health Service hampered
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MASSIVE 
MALWARE 
ATTACK

TELEFÓNICA
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ABOVE- 
AVERAGE 
MALWARE

TELECOM FIRMS 
TARGETED
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MALWARE - PATH TO DAMAGE

• Windows servers 
heavily damaged 
directly 

• Linux servers also 
vulnerable when OS 
vulnerabilities 
unpatched 

• New Linux kernel 
vulnerabilities 
revealed July 2018
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KEY DEFENSES 
AGAINST MALWARE
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CONSTANT 
OS 
UPDATES

DEFENSE AREA A
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STRICT 
FIREWALL 
POLICY

DEFENSE AREA B
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"MAKE THE RIGHT THING THE EASY THING"
1. PREPARE FOR UPDATES

• Many core servers are not updated 

• OS Updates can be difficult to test and install: Licenses, Firewalls 

• MUST-HAVE 1:  
Routine Monitoring for OS Updates and Continuous Access 

• MUST-HAVE 2: Lab Network for Testing and Schedule 

• MUST-HAVE 3: Working Redundancy for OS Patches
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NOTPETYA GAVE YOU 60 DAYS
2. KEEP SYSTEMS PATCHED

• Update OS patches on all new 
installation 

• MUST-HAVE 4: Schedule and 
Resources for Lab Patch Testing 

• MUST-HAVE 5: Phased Rollout 
Schedule for Production 
Patching
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ONCE INFECTED, ALWAYS INFECTED
3. REPLACE INFECTED SERVERS

• It's infeasible to completely clean 
an exploited server 

• Disable infected server 
completely and replace the server 

• MUST-HAVE 6:  
Proven Backup Method to 
replace any server at any time.
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LIMIT INBOUND FROM CORP, OUTBOUND TO INTERNET
4. TIGHTLY RESTRICT FIREWALL RULES

• Exploits can cross from Windows, Mac, 
iPhone to Linux 

• Command-and-control (C&C) systems 
usually connect outbound from infected 
systems to get instructions 

• MUST-HAVE  7: Firewall must minimize 
access from Corporate and Management 
networks 

• MUST-HAVE 8: Block outbound Internet 
access from core servers
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GOVERNMENTS WORKING ON LINUX MALWARE

5. ROUTINELY MONITOR FOR LINUX MALWARE

• Regularly monitor for 
news of Linux malware 

• Prepare to modify your 
security strategies to 
protect against it
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CONTACT: INFO@ECG.CO / +1-229-244-2099
ECG CAN HELP

• ECG maintains security in Service Provider, Corporate, Government, and 
Sensitive systems  

• Build Testing Labs 

• Design, Audit, Test Firewalls 

• Establish and Audit OS Update Practices 

• Notify you when updates are required 

• Test and rollout updates 

• Replace exploited servers 

•

mailto:info@ecg.co

